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BBenenue: 10 HHCTPYKIKS IO Pa3BepTHIBAHUIO aHTUBUPYCHOH MpoBepku Ha ocHOBe ClamAYV u cnam
bunbTpa SpamAssassin Ha ypoBHe MTA ucnonb3ys sendmail.

HeobOxonumo:

1. Pabouas cucrema freebsd.

2. OGHOBIIEHHOE JIEPEBO MOPTOB U 3HAHMS, HEOOXOIMMBIE SISl yCTAaHOBKH ITPOTPAMM U3 IMOPTOB.
3. Pabouas uncTamsus sendmail ¥ MUHUMAaTBHBIE TIO3HAHUS JJIS1 €r0 HACTPOUKH.

HNucransauus u3 nopToB:
Bo nepBbIx ycTaHOBUM HEOOXOUMBIE TPOTPAMMBI.

# cd /usr/ports/mail/p5-Mail-SpamAssassin
# make install clean

# cd /usr/ports/mail/spamass-milter
# make install clean

# cd /usr/ports/security/clamav-devel
# make -DWITH_MILTER install clean

ClamAV ycranaBmuBaem ¢ nojgaepxkoir MILTER. DT1o HeoOXxomumo i JaHHOW KOH(UTYpAIUH.
Ha moti 632180 smo nyuwuii apuanm, no Kpauueu mepe o sendmail.

Hactpoiika - ClamAV:

Ham HyXHBI (haiiiib:
/usr/local/etc/freshclam.conf
/usr/local/etc/clamav.conf
/usr/local/etc/rc.d/clamav-clamd.sh
/usr/local/etc/rc.d/clamav-milter.sh
/usr/local/etc/rc.d/freshclam.sh
/etc/rc.conf

Hactpoiika - /usr/local/etc/freshclam.conf:

Oto (¢aitn HacTpoiiku oOHOBieHUH BupycHOH 0a3zbpl ClamAV. Ilo ymonuanuio oOHOBIIEHHE
npoucxoauT Kaxzapie 12 yacoB. ClamAV pexomMeHayeT n3MEHUTh BpeMs Ha 2 Jaca.

Hactpoiika - /usr/local/etc/clamav.conf:
Ot10 ¢aitn korndurypamuu ¢pyakiuii ClamAV. M3MmennTe crneayroriye mapaMeTpsl:
#Example

#3akoMeHTapbTe 3Ty CTPOKY!! He HYJiCHO KOMeHmums, npocmo Hudice ucnpasume OutuOKy
asmopa!



LocalSocket /var/run/clamav/clamd.sock

ScanMail

#PackomeHTupyiite 3Ty CcTpoky!! X max packomenmapewn, ocmanvHoe NO 6KYCy, ) MeHs
MoNbKo He 3apabomana Quwka nomemxu sauugposannozo apxuea rkax supyc. Kpome mozo
obnadamensam CmMapvix U CiaObIX KOMNbIOMEPOSE HYHCHO OblMb OCMOPONCHBIM C NPOBEPKOU HA
BUPYCHI APXUBOE — OHU CYUECMBEHHO 3azpydcarom cucmemy!
Hactpoiika - /usr/local/etc/re.d/clamav-clamd.sh:

[TpoBepbTe, uTO OBI ClIEAYIONMIas CTPOKA MPUCYACTBOBANA U NpaBa Ha (aitn 6pun - chmod 755:

clamav_clamd_socket=${clamav_clamd socket:-"/var/run/clamav/clamd.sock"}
30ech asmop nomoemy cosepuiusl owuoxky! On nponycmun .sock 6 Konye cmpoxu.

HacTtpoiika - /usr/local/etc/rc.d/clamav-milter.sh:
[TpoBepbTe, uTO OBI ClIEAYIONIas CTPOKA MPUCYACTBOBANA U NpaBa Ha (aitn 6pun - chmod 755:
clamav_milter socket=${clamav_milter socket:-"/var/run/clamav/clmilter.sock"}
Hactpoiika - /usr/local/etc/re.d/freshclam.sh:
[TpoBepbTe, uTo OBI paBa Ha (aitn ObuH - chmod 755:
HacTtpoiika - /etc/rc.conf:
Jo6aBbTe criemyronme CTPOKH:
clamav_clamd enable="YES"
clamav_milter enable="YES"
freshclam_enable="YES"
3anyck - ClamAV:
3amnycTuTe ciaeayroniee:
# /ust/local/etc/rc.d/clamav-clamd.sh start
# /ust/local/etc/rc.d/clamav-milter.sh start

# /usr/local/etc/rc.d/freshclam.sh start

Buumanwue: yoenurecs uro Ha /var/run/clamav crout chmod 700. Taxxe yOeaurech uyTo 2 cokera
(paiter) B aTO# mupekTopun HE nocTymHBI 715 YTEeHHUA W 3aIUCH AJIs TPYIITBI HITH MHpA.

Hactpoiika - Spamassassin:

Hawm HyxHBI (haitnbr:
/ust/local/etc/mail/spamassassin/local.ct
/ust/local/etc/rc.d/spamd.sh
/ust/local/etc/rc.d/spamass-milter.sh
/ete/rc.conf

Hacrpoiika - /usr/local/etc/mail/spamassassin/local.cf:



Cxonupyiite local.cf.sample B local.cf. Dto aiin koHdurypamum spamassassin. Cmorpute
JOKYMEHTAIIHIO JIUTSl HACTPOWKH OTIITHIA.
1I'0e mo napuin obpasey (nomoemy om Lavr) u HemHoz2o e2o usmeHul noo ceos:

local.cf

# This is the right place to customize your installation of SpamAssassin.

#

# See 'perldoc Mail::SpamAssassin::Conf' for details of what can be

# tweaked.

#

R R R R R R R R R R R e R R e R e R
trusted networks 192.168/16 127/8 #all in 192.168.*%.* and 127.%.* *

trusted networks 127. # all in 127.%.* * localhost

# whitelist

whitelist from *@my domain.ua
whitelist from *@my provaider.com
whitelist_from *@my provaider2.com
whitelist_from localhost

# blacklist
#blacklist from
#blacklist to

# mepenmcarh moJie subject
rewrite_subject 1

subject tag *EXSP AM* A
required_hits 5.0
report_safe 0

use_terse report 0

use bayes 1

auto_learn 1

skip rbl checks 0
use_razor2 0

use dcc 0

use_pyzor 0

always_add report 1

#use auto whitelist 1
#auto_whitelist path /etc/mail/spamassassin/auto_whitelist

#bayes_path /etc/mail/spamassassin/bayes
ok languages ruen

ok locales ruen

report_charset windows-1251

lang ru

#score NAME OF TEST 3.0
#score MIME HTML ONLY 2.0

#score HTML MESSAGE 1.0



#score HTML FONTCOLOR_RED 2.0

score FROM ILLEGAL CHARS 1.5
score HEAD ILLEGAL CHARS 1.5
#end

Hacrpoiika - /usr/local/etc/re.d/spamd.sh:

[IpoBepbTe, uTO OB MpaBa Ha Qaiin ObuTH - chmod 755:

Hactpoiika - /usr/local/etc/rc.d/spamass-milter.sh:

[IpoBepbTe, uTO OBI CIIEAYIOINIAs CTPOKA MPUCYICTBOBAJIA M TipaBa Ha ¢aiin Obut - chmod 755:
SOCKET=/var/run/spamass-milter.sock

Hactpoiika - /etc/re.conf:

JloGaBbTe CTPOKY:
spamd_enable="YES"

3anyck - SpamAssassin:

3anycTuTe:

# /usr/local/etc/rc.d/spamd.sh start
# /ust/local/etc/rc.d/spamass-milter.sh start

HacTtpoiika - Sendmail:
Boiioute B nupekropuro /etc/mail u otpenaktupyiire freebsd.me. Jlo6aBpTe craenyronme CTpOKU:

INPUT_MAIL FILTER( spamassassin', ‘S=local:/var/run/spamass-milter.sock, F=,
T=C:15m;S:4m;R:4m;E:10m")

INPUT_ MAIL FILTER( clmilter',”S=local:/var/run/clamav/clmilter.sock,F=, T=S:4m;R:4m")dnl

define("confINPUT MAIL FILTERS', ‘spamassassin, clmilter')

30ecwy asmop mooice umo mo nanyman! Bo nepeuix freebsd.mc ne ob6s3amenvho, KoHpue cenometina
MOdCem u He MaxK Ha3vleamvcs. Eciu yemanasiusanocs 6ce no ymoauanuio, mo éce éepo. Mnaue
HYHCHO KOPEKMUPosamy 8aul (atinl Kongueypayuu cenomeina. Eco nazeanue modxcna nocmompems
Hanpumep 8 /etc/make.conf 6 cmpoke:

SENDMAIL MC=/etc/mail/myconfig.mc

Bo emopuix 0obasnsem mak:

INPUT_MAIL FILTER( spamassassin', ‘S=local:/var/run/spamass-milter.sock, F=,
T=C:15m;S:4m;R:4m;E:10m")

INPUT_MAIL FILTER( clmilter', 'S=local:/var/run/clamav/clmilter.sock, F=, T=S:4m;R:4m'")
dnl define("confINPUT MAIL FILTERS', spamassassin, clmilter')

3amycTuTe B qUpeKTOpuH /etc/mail gy mepezarpy3ku sendmail

# make
# make install



# make restart
# newaliases

Teneps, sendmail *nmomken* oTbpacsiBaTh BUpPYCHI, U momeuaTs cnaM. [IpoBepbre. TecToBbie (aiinbl
ecTh B nucTpuOyTruBax Spamassassin 1 ClamAV.

Hactpoiika - Mail::Audit

S ucnonezyto Mail::Audit, BB TOXe TOKHBI. Bo6ce He O00MdiCHbL, He caywaime e20, MO 6am
pewamy! :) Ecnu BB TOXE HCIIONB3yeTe €ro, TO 3/A€Ch OBICTPHIM M MPOCTON NMpHUMeEp Ul IepeHoca
BCETro cliama B Jpyrylo narky. Jlo6aBbTe clieayroliee B Ball CKPUIIT:

my $spamdir = "/home/username/Mail/SPAM",

if ($item->get("X-Spam-Flag")) { $item->accept($spamdir); }

Ecnu BB cnenoBanu Moum coBeTam Juis HacTpoiiku ClamAV, korga ero sor mpessicuT SMB, clamav
OTKa3bIBaeTcs paboTtarh. BoT ucnpapieHue 3Toi mpoodaeMbl:

Porauus noros Clamd:

ITepBoe u ocHOBHOe, yOemurech uro clamav Opocaer pidfile. B /ust/local/etc/clamav.conf
PacCKOMEHTHPYHITE:

# This option allows you to save the process identifier of the listening
# daemon (main thread).
PidFile /var/run/clamd.pid (cetivac npasunvno /var/run/clamav/clamd.pid)

[ToToMm, n06aBbTE chemyroiiee (0HOM CTPOKOi) B /etc/newsyslog.conf
/var/log/clamd.log 644 3 * $WO0D1 BJ /var/run/clamd.pid 1
(coomeemcmeenno: var/run/clamav/clamd.log 644 3 * $WOD1 BJ var/run/clamav/clamd.pid 1)

D10 OyIer nepe3anuchiBaTh Balll JIOT pa3 B HENEIN0, COXPAHATh 3 U3 HUX (TeKymui + 3 Hemenn).
Crapsie OynyT cxxumathest bzip2 u nocemars SIGHUP nporeccy clamd.

FWIW — f ucnions3yro SpamAssassin u ClamAYV 6oiiee 6 MecsIIeB 1 HE MOTY CKa3aTh HUYETO IIOXO0TO
0 HUX.

P.S. Om mena:

YV mena ece kpacuso 3apabomaino, 103epam npuxooam nUCbMa NOMeYeHHble 8 meme NUCbMA -
*EXSPAM*** nomom 6 The Bat! 3a 5 cex nacmpausaemcs ¢hunvmp, omcekarowuii RUCbMA C MAKUMUM
3a20/108KaAMU (UU YOANAMb UNU JIOHCUMb 8 NANKY 01 CNAMA U M.N. U M.0.)

3asupycosanvle nucbma yoanaomcsa — OMAPAGIAIOMCA COOOUeHUs NOCMMACmepy U Ompagumenio
suoa:

The message 14040frS005467 sent from <***@*** kiev.ua> to
REE (@) RRE yg>

contained a virus and has not been delivered.
stream: Worm.Bagle.Z FOUND



